Savchenko A., Vorobei P., Belskyi Yu. Refiling (refile) as a method of committing of unauthorized interference in the work of telecommunication networks.
The article reveals the essence of refiling (refile) as a method of committing of unauthorized interference in the work of telecommunication networks (electrical connection networks). It has been pointed out that the modern Internet possibilities often become a sphere of selfish interest of “computer” criminals who seek to receive profits, using appropriate technical means and gaps in national legislation. In particular, recently representatives of the criminal world began massively to carry out unauthorized interference in the work of telecommunication networks through refiling (refile) – an illegal substitution of telephone traffic, or rather change the type of traffic in order to maximize profits due to its routing by another calculated tax.

The specifics of the refiling mechanism is that it has a system of complex techniques, modes, movements, schemes, connections, etc. (in particular, the construction of its own automatic telephone exchange), as well as selfish motivation. Typical refiler (the one who carries out refiling) is a man who seeks to enrich himself illegally, is not a telecommunication operator, has no right to maintenance and operation of telecommunication networks, provision of communication channels, installation and adjustment of software and hardware complexes, does not have an appropriate license issued by the National Commission, which carries out state regulation in the field of communication and information, acts in violation of the requirements of the relevant regulatory acts, etc.

Today, non-criminal legislation gives a clear idea of what constitutes such a way of unauthorized interference in the work of telecommunication networks (electrical connection networks), as refiling, and therefore, in order to avoid overlapping of the provisions of the Criminal Code of Ukraine, the authors of this article do not see fit to allocate it as the basic or qualifying feature of the crime, provided for in Art. 361 of the Criminal Code of Ukraine. 
Instead, authors are suggested, including taking into account positive foreign experience, make “point” changes in order to prevent and counteract refiling in Ukraine, in particular: a) in the Rules of Provision and Receipt of Telecommunication Services, to indicate “unauthorized change of the electronic code (identifier) ​​of the final equipment” which will be considered as unauthorized interference in work and/or use of telecommunication networks; b) the National Commission, which carries out state regulation in the field of communication and information, should be empowered to maintain an unified register of the final equipment identifiers by amending the Law of Ukraine “On Radio Frequency Resource of Ukraine”, where Art. 14 to supplement with item on establishment of order and maintenance of a single register of international identifiers of the final equipment; c) raise the issue of compulsory registration of subscribers of mobile communication; d) develop comprehensive methodological recommendations for law enforcement officers who counteract refiling and other manifestations of cybercrime (in particular, the staff of the National Police).
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