Khar I. Subject of Crimes in the Sphere of Using of Electronic Computing Machines (Computers), Computer Systems and Networks, and Telecommunications Networks

In this article, the research of a subject of crimes in the sphere of using of electronic computing machines (computers), computer systems and networks, and telecommunications networks is conducted. Selected issues concerning a subject of a crime in general and a subject of a crime provided for by the Chapter XVI of the Special Part of the Criminal Code of Ukraine, in particular, are investigated. The scientific viewpoints on the matter of subjects of crimes under Articles 361—363-3 of the Criminal Code of Ukraine are analyzed. The author’s definition of subjects of the mentioned crimes is suggested. 

The matter of sanity and insanity of a person which committed a crime. The author stresses that this matter is one of the most important in criminal law theory concerning a subject of a crime and pays attention to the viewpoints of the representatives of different law schools on this matter.   

In this context, the author researches age qualification as a condition that determines criminal responsibility for committed. The author also pays attention to the correlation between ideas of “a subject of a crime” and “a personality of a criminal”, which in return leads to the matter of classification of subjects of a crime. The author researches different viewpoints on the topic and debates with their authors. 

After researching the mentioned above basic methodological and theoretical approaches to the subject of a crime the author provides the research of subject of crimes under Articles 361— 361-1 of the Criminal Code of Ukraine.  

The author analyzes subjects of crimes provided for by the Chapter XVI of the Special Part of the Criminal Code of Ukraine, which are: subject of a crime unauthorized tampering in the operation of  electronic computing machines (computers), automated systems, computer networks, or telecommunications networks (Article 361 of the CC of Ukraine); subject of a crime of creation for the purpose of use, dissemination and distribution of harmful software or hardware, as well as their dissemination and distribution (Article 361-1 of the CC of Ukraine); subject of a crime of an unauthorized dissemination or distribution of information with restricted access, which is stored in the electronic computing machines (computers), automated systems, computer networks or information-carrying medium (Article 361-2 of the CC of Ukraine); subject of a crime of an unauthorized actions with information, which is processed in the electronic computing machines (computers), automated systems, computer networks or saved on the information-carrying medium, committed by a person entitled to access to such information (Article 362 of the CC of Ukraine); subject of a crime of violation of operating rules of electronic computing machines (computers), automated systems, computer networks, or telecommunications networks and the order or rules of protection of information which is processed there through (Article 363 of the CC of Ukraine); subject of a crime of impeding the work of electronic computing machines (computers), automated systems, computer networks, or telecommunication networks by mass distribution of electronic messages (Article 363-1 of the CC of Ukraine). The conclusions concerning the divisiveness of ideas on the topic that exist in juridical literature are made.  
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