Prytula A.М. Propaganda as a component of hybrid warfare: ways of counteraction by the means of criminal law
In the difficult development conditions of Ukraine, times of actual war, progressive spread of separatism and manipulation of people's consciousness by the constant external propaganda consequently threatened the state, the question of combating this phenomenon in order to ensure national security of Ukraine by means of criminal law arises. In the article the author defines what “propaganda” is, gives the analysis of relevant provisions of the Ukrainian Constitution and existing legislation on national security and defense, emphasizes a lack of appropriate regulations in the Criminal Code of Ukraine, analyzes a feasibility of criminalization of social relations, infringed by the propaganda.
The author refers to the Criminal Code of Switzerland, which quite successfully solves the problem of combating propaganda that threatens the country. The possibility of criminalization of propaganda, which threatened the stateas it is provided by the Criminal CodeSwitzerland, and draft amendments to the criminal legislation of Ukraineare proposed.
It is proposed to amend the chapter of the Criminal Code of Ukraine “Crimes against national security” as follows. A new edition should involve criminal liability for propaganda by a foreign country, which is aimed at violent change or overthrow of the constitutional order or the seizure of state power and also a distribution of information or data that pose a threat to the national interests of Ukraine.

In addition, it is emphasizes in the article that the abovementioned proposal to include to the Criminal Code of Ukraine a provision on criminal liability for propaganda would not be contrary to Article 10 “Freedom of expression” of the European Convention on Human Rights of 04 November 1950.
It is stated by the author that all issues suggested in the articleappears to be the most effectiveways of implementation of tasksprovided by the Criminal Code of Ukraine.
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